Index of Security Definitions

One-time uniform ciphertexts for symmetric-key encryption (Definition 2.5):

5
‘Lots$—real
ctxt(m € 2. M):

k — X.KeyGen

¢ <« 2.Enc(k,m)

return ¢

LZ

ots$-rand

cTxT(m € . M):

c—2X2C
return c

One-time secrecy for symmetric-key encryption (Definition 2.6):

b b
LOtS'L Lots-R
EAVESDROP(mp,mp € X.M):| |EAVESDROP(mp, mg € X.M):
k «— X.KeyGen k «— 2.KeyGen
¢ <« X.Enc(k,mp) ¢ « X.Enc(k, mg)
return ¢ return ¢
t-out-of-n secret sharing (Definition 3.3):
> >
Ltsss—L Ltsss—R

SHARE(mp, mg € 2.M,U):

SHARE(mp,mg € 2.M,U):

if [U| = 2.t: return err
s « X.Share(mp)
return {s; | i € U}

if |U| > X.t: return err
s « X.Share(mg)
return {s; | i € U}

Pseudorandom generator (Definition 5.1):

G G
Lprg-real ‘Lprg-rand
QUERY(): QUERY():
se—{o, 1 || re {o, M
return G(s) return r
Pseudorandom function (Definition 6.1):
LF

LF

prf-real
k — {0,1}*

LoOKUP(x € {0, 1}"):
return F(k, x)

prf-rand

T := empty assoc. array

LookUP(x € {0, 1}™):
if T[x] undefined:
T[x] « {0, 1}
return T[x]
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Pseudorandom permutation (Definition 6.6):

F
‘Lprp—real
k — {0,1}*

LOOKUP(x € {0, 1}0len):

return F(k, x)

-L:F

prp-rand

T := empty assoc. array

LOOKUP(x € {0, 1}Plen):

if T[x] undefined:
T[x] < {0, 1}P%n\ T.values
return T[x]

Strong pseudorandom permutation (Definition 6.13):

LF

sprp-real
k — {o,1}*

LOOKUP(x € {0, 1}Plen):
return F(k, x)

INVLOOKUP(y € {0, 1}Plen):

F
‘Lsprp-rand

T, Tiny := empty assoc. arrays

LOOKUP(x € {0, 1}Plen):.

if T[x] undefined:
y « {0,1}P"\ T.values
Tlxl =y Tilyl i=x
return T[x]

INVLOOKUP(y € {0, 1}Pen):

return F~(k,y)

if Tiny[y] undefined:
x « {0, 1}l \ T;,,.values
Tinv[y] =X T[X] =y
return T, [y]

CPA security for symmetric-key encryption (Definition 7.1, Section 8.2):

LZ

cpa-L
k « 3.KeyGen

EAVESDROP(mp, mg € X.M):

LZ

cpa-R
k « X.KeyGen

EAVESDROP(myp, mg € X.M):

if |[mg| # |mg| return err
¢ :=2.Enc(k,mp)
return ¢

if [mg| # |mg| return err
¢ :=X.Enc(k, mg)
return ¢

CPA$ security for symmetric-key encryption (Definition 7.2, Section 8.2):

z
cpa$-real

k < X.KeyGen

CHALLENGE(m € 2. M):

¢ := X.Enc(k, m)
return ¢

LZ

cpa$-rand

CHALLENGE(m € X.M):

c— 2.C(m|)
return c
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CCA security for symmetric-key encryption (Definition 9.1):

LZ

cca-L

k « >.KeyGen
S:=0

EAVESDROP(mp, mg € X.M):

LZ

cca-R

k « X.KeyGen
S:=0

EAVESDROP(mp, mg € X.M):

if |m| # |mg| return err
¢ := X.Enc(k, myp)
S:=8U{c}

return ¢

DECRYPT(c € X.C):

ifc € Sreturn err
return X.Dec(k, ¢)

if |mg| # |mg| return err
¢ := X.Enc(k, mg)
S:=8SU{c}

return c

DECRYPT(c € X.C):

ifc € Sreturn err
return X.Dec(k, ¢)

CCAS$ security for symmetric-key encryption (Definition 9.2):

>
Lcca$—real
k « X.KeyGen
S:=0

cTxT(m € . M):
¢ := X.Enc(k, m)
S:=8SU{c}

return ¢

DECRYPT(c € X.C):

>
‘Ecca$- rand

k « X.KeyGen

S:=0

cTxT(m € . M):
c — 2.C(Iml|)
S:=8SU{c}

return ¢

DECRYPT(c € X.C):

ifc e Sreturnerr
return X.Dec(k, c)

ifc e Sreturnerr
return X.Dec(k, c)

MAC (Definition 10.2):

_EZ

mac-real

k — X.KeyGen

GETTAG(m € Z.M):
return X.MAC(k, m)

CHECKTAG(m € X. M, t):
return ¢ = Y.MAC(k, m)

)
'Lmac—fake

k « ¥.KeyGen
T =0

GETTAG(m € 2. M):
t := 2X.MAC(k, m)
T =T U{(m,t)}

return t

CHECKTAG(m € Y. M, t):

?
return (m,t) € 7~
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Collision resistance (Definition 11.1):

H
cr-real (Hf k
A Ccr-rake
s —{0,1} s —{0,1}/
GETSALT(): GETSALT():
return s return s

TEST(x, x” € {0, 1}*):
if x # x" and H(s, x) = H(s, x’): return true
return false

TEST(x, x” € {0, 1}%):
return false

Digital signatures (Definition 13.6):

)
‘Esig-fake
‘Lsz;gfreal (vk, sk) <« X.KeyGen
S:=0
(vk, sk) « 3.KeyGen
GETVK():
GETVK(): return vk
return vk
GETSIG(m):
GETSIG(m): o := X.Sign(sk, m)
return X.Sign(sk, m) S :=8SU{(m, o)}
VERSIG(m, 0): e
return X.Ver(vk, m, o) VERSIG(m, 0):
?
return (m,c) € S

Key agreement (Definition 14.4):

)
LE | 'Lka—rand
a-rea
QUERY(): QUERY():
W(— EXECPROT(Z) (t’ K) — EXECPROT(Z)
’ K « 3K
return (t, K) return (1. K')

Decisional Diffie-Hellman assumption (Definition 14.5):

L?h—real ‘szGh—rand
QUERY(): QUERY():
a,b—17Z, a,b,c — 27,
return (¢4, g*, g%) return (¢4, ¢”, g°)
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CPA security for public-key encryption (Definition 15.1):

LZ

pk-cpa-L
(pk, sk) « =.KeyGen

GETPK():

return pk

CHALLENGE(mp, mg € X.M):

-LZ

pk-cpa-R
(pk, sk) < Z.KeyGen

GETPK():

return pk

CHALLENGE(mp, mg € 2. M):

return X.Enc(pk, mp)

return X.Enc(pk, mg)

CPAS$ security for public-key encryption (Definition 15.2):

z
ka—cpa$—real
(pk, sk) « =.KeyGen

GETPK():
return pk

CHALLENGE(m € 2. M):

GETPK():

LZ

pk-cpa$-rand
(pk,sk) « X.KeyGen

return pk

CHALLENGE(m € Z.M):

return X.Enc(pk, m)

c—22C
return c

One-time secrecy for public-key encryption (Definition 15.4):

.LE

pk-ots-L

(pk, sk) < =.KeyGen
count :=0

GETPK():

return pk

CHALLENGE(myp, mgp € X.M):

LZ

pk-ots-R

(pk, sk) < =.KeyGen
count :=0

GETPK():

return pk

CHALLENGE(mp, mgp € X.M):

count := count + 1
if count > 1: return null
return X.Enc(pk, mp)

count := count + 1
if count > 1: return null
return X.Enc(pk, mg)




