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One-time uniform ciphertexts for symmetric-key encryption (De�nition 2.5):

LΣ
ots$-real

ctxt(m ∈ Σ.M):
k ← Σ.KeyGen

c ← Σ.Enc(k,m)
return c

LΣ
ots$-rand

ctxt(m ∈ Σ.M):
c ← Σ.C
return c

One-time secrecy for symmetric-key encryption (De�nition 2.6):

LΣ
ots-L

eavesdrop(mL,mR ∈ Σ.M):
k ← Σ.KeyGen

c ← Σ.Enc(k,mL)

return c

LΣ
ots-R

eavesdrop(mL,mR ∈ Σ.M):
k ← Σ.KeyGen

c ← Σ.Enc(k,mR)

return c

t-out-of-n secret sharing (De�nition 3.3):

LΣ
tsss-L

share(mL,mR ∈ Σ.M,U ):
if |U | > Σ.t : return err

s ← Σ.Share(mL)

return {si | i ∈ U }

LΣ
tsss-R

share(mL,mR ∈ Σ.M,U ):
if |U | > Σ.t : return err

s ← Σ.Share(mR)

return {si | i ∈ U }

Pseudorandom generator (De�nition 5.1):

LG
prg-real

qery():
s ← {0, 1}λ

return G(s)

LG
prg-rand

qery():
r ← {0, 1}λ+`

return r

Pseudorandom function (De�nition 6.1):

LF
prf-real

k ← {0, 1}λ

lookup(x ∈ {0, 1}in):
return F (k,x)

LF
prf-rand

T := empty assoc. array

lookup(x ∈ {0, 1}in):
if T [x] unde�ned:
T [x] ← {0, 1}out

return T [x]
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Pseudorandom permutation (De�nition 6.6):

LF
prp-real

k ← {0, 1}λ

lookup(x ∈ {0, 1}blen):
return F (k,x)

LF
prp-rand

T := empty assoc. array

lookup(x ∈ {0, 1}blen):
if T [x] unde�ned:
T [x] ← {0, 1}blen \T .values

return T [x]

Strong pseudorandom permutation (De�nition 6.13):

LF
sprp-real

k ← {0, 1}λ

lookup(x ∈ {0, 1}blen):
return F (k,x)

invlookup(y ∈ {0, 1}blen):
return F−1(k,y)

LF
sprp-rand

T ,Tinv := empty assoc. arrays

lookup(x ∈ {0, 1}blen):
if T [x] unde�ned:
y ← {0, 1}blen \T .values

T [x] := y; Tinv[y] := x
return T [x]

invlookup(y ∈ {0, 1}blen):
if Tinv[y] unde�ned:
x ← {0, 1}blen \Tinv.values

Tinv[y] := x ; T [x] := y
return Tinv[y]

CPA security for symmetric-key encryption (De�nition 7.1, Section 8.2):

LΣ
cpa-L

k ← Σ.KeyGen

eavesdrop(mL,mR ∈ Σ.M):
if |mL | , |mR | return err

c := Σ.Enc(k,mL)

return c

LΣ
cpa-R

k ← Σ.KeyGen

eavesdrop(mL,mR ∈ Σ.M):
if |mL | , |mR | return err

c := Σ.Enc(k,mR)

return c

CPA$ security for symmetric-key encryption (De�nition 7.2, Section 8.2):

LΣ
cpa$-real

k ← Σ.KeyGen

challenge(m ∈ Σ.M):
c := Σ.Enc(k,m)
return c

LΣ
cpa$-rand

challenge(m ∈ Σ.M):
c ← Σ.C(|m |)
return c
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CCA security for symmetric-key encryption (De�nition 9.1):

LΣ
cca-L

k ← Σ.KeyGen

S := ∅

eavesdrop(mL,mR ∈ Σ.M):
if |mL | , |mR | return err

c := Σ.Enc(k,mL)

S := S ∪ {c}
return c

decrypt(c ∈ Σ.C):
if c ∈ S return err

return Σ.Dec(k, c)

LΣ
cca-R

k ← Σ.KeyGen

S := ∅

eavesdrop(mL,mR ∈ Σ.M):
if |mL | , |mR | return err

c := Σ.Enc(k,mR)

S := S ∪ {c}
return c

decrypt(c ∈ Σ.C):
if c ∈ S return err

return Σ.Dec(k, c)

CCA$ security for symmetric-key encryption (De�nition 9.2):

LΣ
cca$-real

k ← Σ.KeyGen

S := ∅

ctxt(m ∈ Σ.M):
c := Σ.Enc(k,m)
S := S ∪ {c}
return c

decrypt(c ∈ Σ.C):
if c ∈ S return err

return Σ.Dec(k, c)

LΣ
cca$-rand

k ← Σ.KeyGen

S := ∅

ctxt(m ∈ Σ.M):
c ← Σ.C(|m |)
S := S ∪ {c}
return c

decrypt(c ∈ Σ.C):
if c ∈ S return err

return Σ.Dec(k, c)

MAC (De�nition 10.2):

LΣ
mac-real

k ← Σ.KeyGen

gettag(m ∈ Σ.M):
return Σ.MAC(k,m)

checktag(m ∈ Σ.M, t):

return t
?
= Σ.MAC(k,m)

LΣ
mac-fake

k ← Σ.KeyGen

T := ∅

gettag(m ∈ Σ.M):
t := Σ.MAC(k,m)
T := T ∪ {(m, t)}
return t

checktag(m ∈ Σ.M, t):

return (m, t)
?
∈ T

273



Draft: January 3, 2021 INDEX OF SECURITY DEFINITIONS

Collision resistance (De�nition 11.1):

LH
cr-real

s ← {0, 1}λ

getsalt():
return s

test(x ,x ′ ∈ {0, 1}∗):
if x , x ′ and H (s,x) = H (s,x ′): return true

return false

LH
cr-fake

s ← {0, 1}λ

getsalt():
return s

test(x ,x ′ ∈ {0, 1}∗):
return false

Digital signatures (De�nition 13.6):

LΣ
sig-real

(vk, sk) ← Σ.KeyGen

getvk():
return vk

getsig(m):
return Σ.Sign(sk,m)

versig(m,σ ):
return Σ.Ver(vk,m,σ )

LΣ
sig-fake

(vk, sk) ← Σ.KeyGen

S := ∅

getvk():
return vk

getsig(m):
σ := Σ.Sign(sk,m)
S := S ∪ {(m,σ )}
return σ

versig(m,σ ):

return (m,σ )
?
∈ S

Key agreement (De�nition 14.4):

LΣ
ka-real

qery():
(t ,K) ← execprot(Σ)
return (t ,K)

LΣ
ka-rand

qery():
(t ,K) ← execprot(Σ)
K ′← Σ.K
return (t ,K ′)

Decisional Di�e-Hellman assumption (De�nition 14.5):

LG
dh-real

qery():
a,b ← Zn
return (дa ,дb ,дab )

LG
dh-rand

qery():
a,b, c ← Zn
return (дa ,дb ,дc )
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CPA security for public-key encryption (De�nition 15.1):

LΣ
pk-cpa-L

(pk, sk) ← Σ.KeyGen

getpk():
return pk

challenge(mL,mR ∈ Σ.M):
return Σ.Enc(pk,mL)

LΣ
pk-cpa-R

(pk, sk) ← Σ.KeyGen

getpk():
return pk

challenge(mL,mR ∈ Σ.M):
return Σ.Enc(pk,mR)

CPA$ security for public-key encryption (De�nition 15.2):

LΣ
pk-cpa$-real

(pk, sk) ← Σ.KeyGen

getpk():
return pk

challenge(m ∈ Σ.M):
return Σ.Enc(pk,m)

LΣ
pk-cpa$-rand

(pk, sk) ← Σ.KeyGen

getpk():
return pk

challenge(m ∈ Σ.M):
c ← Σ.C
return c

One-time secrecy for public-key encryption (De�nition 15.4):

LΣ
pk-ots-L

(pk, sk) ← Σ.KeyGen

count := 0

getpk():
return pk

challenge(mL,mR ∈ Σ.M):
count := count + 1
if count > 1: return null
return Σ.Enc(pk,mL)

LΣ
pk-ots-R

(pk, sk) ← Σ.KeyGen

count := 0

getpk():
return pk

challenge(mL,mR ∈ Σ.M):
count := count + 1
if count > 1: return null
return Σ.Enc(pk,mR)
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